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Introduction:

Modern smart assistants such as Siri and Alexa offer natural voice interaction, but they still
lack strong personalization and user-specific security. In regions like Karnataka, there is an
increasing need for accessible and secure technology solutions that address real-world
challenges, especially for rural and underserved communities. VoxMate is proposed as an
Al-based voice assistant that combines intuitive voice interaction with face-based user
authentication. The system aims to enhance security and personalization by ensuring that
only authorized users can access and control the assistant. This makes it particularly useful
for applications such as secure home automation, personalized learning support, and
assistive technology for visually impaired individuals.

The primary objectives of the project are to design and develop a prototype system that can:
1. Process natural language voice commands,
2. Authenticate users using camera-based facial recognition,
3. Perform tasks such as information retrieval, device control, and notifications.

The implementation will utilize open-source technologies such as LiveKit and Silero for
speech processing and noise reduction, and DeepFace for face verification. The system will
be developed using an agile methodology, involving stages of planning, development,
testing, and refinement. This project is technically feasible due to the availability of mature
frameworks and accessible hardware such as webcams and GPUs. VoxMate aligns with the
goals of applying science and technology for societal development by addressing
accessibility, security, and usability challenges. It also provides valuable hands-on
experience in applied artificial intelligence and embedded systems.
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Figure 1: Personalized Al Assistant Requirement Trend

Objectives:

1. To design and develop a voice-activated personal assistant capable of
understanding and processing natural language commands.List the objectives 2
of project

2. To implement a face recognition-based authentication system to ensure secure
and personalized user access.

3. To integrate speech recognition, text-to-speech, and artificial intelligence
techniques for real-time interaction and task execution.

4. To evaluate the system performance in terms of accuracy, response time, and
usability in real-world applications.

Methodology:

The proposed system will be developed using a structured approach consisting of the
following phases:

Initially, a detailed analysis of system requirements will be carried out to identify the
necessary hardware and software components, including microphone, camera, and Al
libraries. Based on this analysis, the system architecture will be designed to integrate voice
interaction and face authentication modules.

In the next phase, a speech recognition module will be implemented to convert user voice
commands into text, followed by a natural language processing unit to interpret the
commands. A text-to-speech module will also be integrated to provide audio responses to
the user.

Subsequently, a face recognition module will be developed using deep learning techniques
to authenticate users. This module will capture facial images through a camera and verify
them against stored data to ensure secure access.

All modules will then be integrated into a unified system, enabling seamless interaction
between voice processing and authentication components. The system will be tested under
different conditions to evaluate accuracy, response time, and reliability.

Finally, performance analysis and validation will be carried out, and necessary
improvements will be made to enhance system efficiency and user experience.

49" Series Student Project Programme (SPP): 2025-26 2



AUTHENTICATION LAYER

» Nl - Face Capture (Webcam)
@ ~ MTCNN Processing
- - Embedding Extraction

{ArcFace | FacaVet)
- Cosine Simitarity M/atching
- Access Decision (Thresh>09)
:
REAL-TIME COMMUNIICATION LAYER
)} | - Livekit webRTC (Audio +Video Streaming)
~ Notse Suppression / Echo Cancellation
- Session Synchronization (Frames, Audio, Text)

.
AUTOMATION MODULES

()

Email Web laT

Tool || Automation || Control “
Tool Tool
= SMTP || v Tube/Google | |- MQTT/
= Subject | | B oser Actions || HTTP
/Body. ESP32

Operations

v

MULTIMODAL OUTPUT LAYER
- Visual State (Screenshots/
Device Status)
- Real-Time Speech (TTS Output)
= Textual Transcript of Actions

Figure 2: Architecture of Voxmate

Result and Conclusion:

The proposed system is expected to successfully develop a functional prototype of a voice-
activated personal assistant integrated with face recognition-based authentication. The
system will be capable of accurately recognizing user voice commands, authenticating users
through facial verification, and performing tasks such as information retrieval, web
automation, and loT device control. The integration of real-time communication and
multimodal output will ensure smooth and interactive user experience.

The performance of the system will be evaluated based on parameters such as recognition
accuracy, response time, and system reliability. It is anticipated that the system will
demonstrate efficient operation under different environmental conditions, including
variations in noise and lighting.

In conclusion, the project aims to provide a secure, intelligent, and user-friendly assistant
that combines voice interaction with biometric authentication. The developed system will
have potential applications in smart homes, assistive technologies, and secure personal
computing. This work contributes towards enhancing human-computer interaction while
ensuring privacy and security, aligning with the objectives of innovative and socially relevant
technological development.
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Future Scope:

The future scope of this project includes:
1. To enhance the system with multilingual voice support for better accessibility and
wider user adoption.
2. To improve face recognition accuracy using advanced deep learning models and
enable real-time authentication in diverse environmental conditions.
3. To extend the system for smart home and loT integration, allowing control of multiple
devices through secure voice commands.
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