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Introduction

Detection of railroad anomalies is used as the initial process in the predictive
maintenance of railroads. In this project, we propose an advanced technique for
detecting anomalous activities in railroad environments using a modified version of the
YOLO V9 (You Only Look Once) algorithm. The increasing complexity and scale of
modern railway systems make the early detection of unusual or hazardous events
crucial for ensuring safety and minimizing operational disruptions. Traditional
surveillance systems often struggle to accurately detect and classify such activities in
real-time. To address these limitations, we enhance the YOLO V9 architecture by
incorporating specialized features for recognizing various types of anomalies, such as
track obstructions, trespassing, and unauthorized movements. Our modified YOLO V9
algorithm integrates a more efficient network structure, advanced data augmentation
strategies, and customized loss functions to improve detection accuracy and reduce
false positives. Experimental results demonstrate that the proposed method significantly
outperforms conventional approaches in terms of detection speed, accuracy, and

robustness under diverse environmental conditions. This project provides a novel,
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scalable solution for automated surveillance in railway systems, contributing to

enhanced safety and operational efficiency.

Objectives

The primary objectives of the proposed system, which uses the Modified YOLO V9

Algorithm for railroad anomalous activity detection, are as follows:

1. Real-Time Anomalous Activity Detection:

o To develop an automated system capable of detecting anomalous
activities, such as unauthorized individuals on tracks, vehicle intrusions,
equipment malfunctions, and damage to the track or signals, in real-time.

2. Enhanced Detection Accuracy:

o To improve the accuracy of anomaly detection by leveraging the Modified
YOLO V9 Algorithm, which has enhanced capabilities for detecting small,
occluded, and fast-moving objects, ensuring fewer false positives and
false negatives in a dynamic railroad environment.

3. Automated Alerting and Response:

o To implement an automated alert system that notifies railway operators,

security personnel, or automated systems of detected anomalies, allowing

for swift responses to mitigate risks and ensure public safety.

Methodology
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The methodology for the Railroad Anomalous Activity Detection system involves a
structured approach that leverages the Modified YOLO V9 Algorithm to identify and
respond to suspicious or abnormal activities in real-time. The steps are outlined as

follows:
1. Data Collection:

e Video Surveillance:

o Install high-resolution cameras along the railroad tracks, at crossing gates,
and near railroad stations.

o These cameras continuously capture video footage of the railroad
environment, providing real-time data for anomaly detection.

« Data Sources:

o In addition to visual data from cameras, sensor data (e.g., train speed,
track condition, and environmental factors) can also be integrated to
enrich anomaly detection, such as detecting sudden stops, abnormal
behavior, or environmental hazards.

e Labeling Data:

o For training the machine learning model, a dataset of labeled images or
video frames is required. The dataset is labeled with different types of
activities like trespassing, vehicle intrusion, train malfunction, track
damage, and other abnormal behaviors. Public datasets, such as Railroad

dataset or CCTV footage of railroads, can be used to bootstrap the model.
2. Data Preprocessing:

e Image Resizing:
o Pre-process the input video frames by resizing them to a standard
resolution that suits the model architecture (e.g., 416x416 pixels).
e Normalization:
o Normalize the pixel values of the images (scale them between 0 and 1) to

speed up convergence and ensure consistent training.
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« Data Augmentation:

o Perform data augmentation techniques like rotation, flipping, scaling,
cropping, and color adjustments to create more diverse data and prevent
overfitting. This step also helps the system handle different environmental
conditions (e.g., night, fog, snow).

o Object Detection Labels:

o Annotate each video frame with bounding boxes around the objects of

interest (e.g., intruders, vehicles, or abnormal objects on tracks) and label

them with their corresponding activity types.

3. Model Training (Modified YOLO V9):

e« YOLO V9 Model Architecture:
o Use the YOLO V9 model, which has been enhanced with improved object
detection capabilities. This version incorporates:

= Advanced feature extraction layers that capture more detailed
spatial and temporal features of objects in the railroad environment.

= Better handling of small and occluded objects, such as pedestrians
or debris that may be difficult to detect.

= Reduced computational overhead to allow real-time processing of
high-resolution video frames.

e Training the Model:

o Train the model on labeled data using backpropagation and gradient
descent optimization techniques.

o The model learns to detect objects of interest (e.g., people, vehicles,
trains) and identify anomalous behaviors based on the context and
predefined labels.

e Loss Function:

o The loss function is a combination of cross-entropy loss for classification,
mean squared error (MSE) for bounding box predictions, and loU
(Intersection over Union) for evaluating the overlap of the predicted and
ground-truth boxes.
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o Transfer Learning (Optional):

o

Use pre-trained weights from an earlier version of YOLO (e.g., YOLO V4
or V5) and fine-tune the model on the specific railroad dataset to reduce
the training time and improve accuracy, especially in detecting specific

objects relevant to railroad security.

4. Anomaly Detection:

e Real-Time Object Detection:

@)

Apply the trained YOLO V9 model to live video feeds from the railroad
cameras.
The system detects objects within each frame and identifies anomalous
activities based on:

= Trespassing (e.g., unauthorized individuals walking on tracks)

= Vehicle intrusion (e.g., cars entering railroad tracks)

= Track damage (e.g., broken signals, missing or damaged rail

sections)

o Contextual Anomaly Detection:

@)

Combine the detected object information with historical data, train
schedules, and real-time sensor data to further assess whether the
detected event is indeed anomalous. For example, an object may be
detected on the tracks, but if a train is scheduled to pass at that time, it

may not be anomalous.

o Tracking Moving Objects:

o

The system uses temporal tracking to identify and track the movement of
objects over time (e.g., individuals, vehicles, or trains) across video
frames. This helps in identifying abnormal trajectories, such as people
crossing tracks at irregular times or vehicles bypassing barriers.

Results & Conclusions

The Railroad Anomalous Activity Detection System based on the Modified YOLO V9

Algorithm represents a significant advancement in ensuring the safety and security of
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railroad infrastructures. By integrating real-time object detection with enhanced machine
learning techniques, the system offers a highly effective solution for identifying a wide
range of anomalies, such as unauthorized access to tracks, vehicle intrusions, train

malfunctions, and track damage.

Through the use of advanced computer vision techniques, specifically the YOLO V9
algorithm, the system provides high accuracy and efficiency in detecting objects in
dynamic and challenging environments. The modification of YOLO V9 ensures better
handling of small, occluded, and fast-moving objects, critical for railroad scenarios
where objects may be difficult to detect due to the fast-paced nature of train movement

or environmental conditions.

By automating the detection process, the system significantly reduces the reliance on
human monitoring, thus enhancing response times to threats and minimizing the risk of
accidents. Additionally, its scalability allows deployment across extensive railroad

networks, ensuring comprehensive surveillance of critical areas.

Moreover, the real-time alerting mechanism ensures that operators are immediately
notified of detected anomalies, enabling rapid intervention and preventing potential
disasters. The ability to continuously improve through machine learning further
guarantees that the system evolves to handle emerging threats and environmental

changes.

Ultimately, this system contributes to a safer, more secure railway environment, capable
of detecting and responding to a wide range of incidents with high accuracy and low
latency. As the technology continues to evolve, future enhancements could incorporate
even more sophisticated techniques like federated learning or multi-modal sensor

integration, further boosting its efficiency and reliability in complex, real-world settings.

Project outcome & Industry Relevance

The Railroad Anomalous Activity Detection System using the Modified YOLO V9

Algorithm aims to deliver a highly effective, real-time, and automated solution for identifying
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and responding to various types of anomalies in railroad environments. The primary outcomes

of this project include:

1. Enhanced Safety and Security:

o By detecting trespassing, vehicle intrusions, train malfunctions, and track
damage in real-time, the system significantly reduces the risk of accidents and
improves overall railroad safety. Immediate alerts and automated responses
ensure swift actions to mitigate potential threats.

2. Increased Detection Accuracy:

o The adoption of the Modified YOLO V9 algorithm improves the accuracy of
object detection, particularly for small, occluded, and fast-moving objects, which
are commonly encountered in dynamic railroad environments. This leads to
reduced false positives and false negatives, ensuring more reliable
monitoring.

3. Real-Time Monitoring and Alerting:

o The system provides a real-time monitoring platform with automatic anomaly
detection and instant alerts to operators or security personnel. This rapid
response capability enhances the ability to address potential risks before they
escalate into serious incidents.

4. Scalability Across Large Networks:

o The system is designed to scale efficiently across large and diverse railroad
networks. It can handle multiple surveillance cameras and sensors, covering
extensive track sections and ensuring comprehensive surveillance.

5. Integration with Existing Infrastructure:

o The system can be seamlessly integrated into existing railroad security and
monitoring infrastructure, including CCTV cameras, track sensors, and control
systems, without requiring major overhauls. This makes the solution more cost-
effective and adaptable to current operational setups.

6. Reduced Operational Costs:

o By automating the anomaly detection process, the system reduces the need for
continuous manual monitoring, lowering labor costs and minimizing human
error. It also helps in proactive maintenance, reducing the likelihood of costly

repairs due to unnoticed damage or malfunctions.
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7. Improved Incident Management:
o The system provides detailed incident reports and visualizations of detected
anomalies, allowing operators to make informed decisions quickly. These reports
also contribute to historical analysis, improving future safety measures and

system performance.
Industry Relevance

The Railroad Anomalous Activity Detection System holds significant relevance to various
industries, particularly those within the transportation, railroad, security, and Al sectors.

Here’s a breakdown of the system’s industry relevance:

1. Railroad and Transportation Industry:

o Safety and Security Enhancement: The railroad industry faces constant
challenges in ensuring the safety of passengers, crew, and infrastructure. With
an increasing number of trains operating globally, the risk of accidents due to
anomalies (e.g., trespassing, train malfunctions, or track damage) rises. This
system directly addresses those challenges by providing real-time monitoring
and immediate incident response, helping prevent accidents and ensuring
smoother operations.

o Regulatory Compliance: In many regions, regulatory bodies require rail
operators to implement advanced security and safety measures. This system
helps meet these standards by automating safety checks and providing a layer of
real-time vigilance that improves compliance with safety regulations.

2. Al and Machine Learning Industry:

o Advancement of Object Detection Models: By utilizing the Modified YOLO V9
algorithm, the project contributes to the continuous development of Al-based
object detection models. The improvements made to YOLO V9 for real-time
anomaly detection can be adopted by other industries for similar use cases, such
as surveillance, autonomous vehicles, and smart city applications.

o Machine Learning for Real-World Applications: The system showcases how
machine learning can be applied in real-world scenarios, particularly in safety-
critical environments. It provides a concrete example of how Al can help reduce
human error, increase accuracy, and improve decision-making in security

operations.
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3. Smart Cities and Infrastructure Management:

o Smart Transportation Systems: The system can be part of a broader smart
city infrastructure, contributing to automated transportation management. By
integrating with smart traffic management and surveillance systems, the
technology can enhance safety across urban transportation networks, including
metros, bus systems, and airports.

o Predictive Maintenance: The ability to detect anomalies early also paves the
way for predictive maintenance strategies, which are gaining importance
across various industries. By leveraging data from rail systems, operators can
prevent costly repairs and optimize asset management.

4. Security Industry:

o Surveillance and Threat Detection: The same technology used for railroad
security can be adapted to urban security applications, where video
surveillance is a key component. The ability to automatically identify and respond
to security breaches (e.g., unauthorized individuals entering restricted areas or
suspicious activity) is a valuable tool for security operations across various
domains, from public spaces to private facilities.

o Integration with Security Networks: The system can be integrated into larger
video surveillance networks, allowing for enhanced coordinated security
across multiple platforms (e.g., rail networks, airports, shopping malls).

5. Automated Systems and loT:

o The system aligns with the growth of the Internet of Things (loT) in the
transportation sector, where smart sensors and devices continuously collect
and transmit data. The integration of sensor networks with video surveillance
and anomaly detection systems could enhance the automation of critical
infrastructure monitoring and security.

6. Insurance Industry:

o Risk Management: The railroad industry faces substantial risks, and this system
can be used to reduce insurance costs by preventing accidents, protecting
assets, and maintaining infrastructure. It also helps insurance companies
assess risks more accurately and streamline claims processing by providing

detailed reports and incident data.
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Working Model

Project outcomes and Learnings

Future Scope

The Railroad Anomalous Activity Detection System based on the Modified YOLO
V9 Algorithm lays the foundation for future advancements in railroad safety, security,
and efficiency. As technology evolves, there are several key areas where this system
can be further developed to address emerging challenges and opportunities. Below are

the potential future directions for the system:

The system can be enhanced by integrating multi-modal sensor data, including
infrared cameras, thermal imaging, radar, and LiDAR. This would provide a more
comprehensive detection system, especially in adverse conditions such as low visibility
(fog, night-time, snow). By combining these sensors with the YOLO V9 model, the
system can more accurately detect anomalies and threats that might be missed by

visual cameras alone.
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