COMBATING DEEPFAKE VIDEOS WITH ARTIFICIAL
INTELLIGENCE AND MACHINE LEARNING

Project Reference No.: 48S_MCA_ 0199

College : RNS Institute Of Technology, Bengaluru
Branch . Department Of Computer Applications
Guide(S) : Dr. Rajani Narayan

Dr. N P Kavya

Student(S):  Mr. Darshan N
Ms. Amulya C P
Ms. Ramyashree K V

Keywords:

Deepfake Detection, Al/ML, Convolutional Neural Networks, Anomaly Detection,

Digital Security.

Introduction: Lately, deepfake videos have been causing quite a stir in a bunch of
areas like online security, journalism, law enforcement, and even the entertainment
world. These videos use some pretty advanced Al to mess with or completely fake
video content, and honestly, it's getting harder and harder to tell what's real
anymore.The unsettling aspect is that they can be used to disseminate false
information, damage someone's reputation, or simply cause people to question
everything they see online. The majority of the methods we now use to detect
deepfakes entail human verification, which is time-consuming and not necessarily

accurate.

Now that deepfakes are so prevalent, we're focusing on developing a system that can
detect fake videos with greater accuracy. The idea is to employ Al in a way that
emulates how humans intuitively pick up on oddities in videos, such as when a face

doesn't move perfectly or the expressions don't seem natural.

The system picks up on small visual details using one type of model, and then looks
at how things change over time with another. We’re also checking different aspects

like facial movements, timing, and patterns in the video to catch anything suspicious.
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By combining all these methods, the system gets much better at telling real videos

from fake ones.

Our suggested technique reduces the need for human interaction by automating the
identification process using cutting-edge frameworks like TensorFlow and OpenCV. In
addition to reducing the dangers of deepfake content, this will improve digital security
and preserve the accuracy of information found online. We hope to offer a proactive
response to the problems caused by artificial intelligence generated synthetic media

by putting in place a strong, scalable, and deepfake detection system.

Objectives:
e Building an Al system that can detect deepfake videos accurately.
¢ Combining different methods like tracking movements, analyzing facial features,
and checking the overall video quality to make the system more effective.
¢ Make the internet a safer place by automatically spotting and stopping fake

content.

Methodology:
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Figure 1: Workflow diagram for deepfake detection system.
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The project will be implemented through the following steps:

1. Data Collection & Preprocessing:

(o]

O

Gathering real and deepfake video datasets from publicly available
sources.

In order to provide high quality training input data should be cleaned
and preprocessed in order to eliminate noise Data

In order to increase the adaptability of model ,Different methods are used
for data enhancement.

Normalizing images and videos for uniformity in model training.

2. Feature Extraction & Model Selection:

o Features are extracted from video frames by using Convolutional Neural

Networks (CNNSs) .

o Recognizing temporal patterns with the use of Long Short-Term Memory

(LSTM) networks and Recurrent Neural Networks (RNNs).

o Extracted featurs are used to differentiate videos as real or fake using

deep learning algorithms.

3. Implementation of Analysis Models:

O

Spatial Analysis Model: The Spatial Analysis Model is used to identify
discrepancies in illumination, artifacts, and facial structures.

Temporal Analysis Model: Detects abnormal facial motions, lip-sync
discrepancies, and motion artifacts.

Frequency Analysis Model: The Frequency Analysis Model detects
tampering by analyzing video data in the frequency domain.

Biometric Analysis Model: Looks for irregularities in biometric

characteristics such as head movement, gaze direction, and eye blinking.

4. Training & Evaluation:

o

Training deep learning models using TensorFlow and OpenCV
frameworks.

Evaluating model performance using key metrics such as accuracy,
precision, recall, and F1-score.

Adjusting hyperparameters to maximize the effectiveness of the model.
To enhance generalization and avoid overfitting, employ cross-validation

techniques.
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5. System Integration & Deployment:
o Developing a deepfake detection system with an intuitive user interface.
o Implementing a backend that processes video inputs and runs detection
models.
o Cloud infrastructure will be used to deliver the solution in order to
provide scalability and accessibility.
o Testing and detection capabilities of the system through live video
streams.
6. User Testing & Validation:
o Conduct testing with different deepfake datasets to validate accuracy.
o obtaining user input to enhance the usability of the system.
o Improving the detection pipeline and model performance in response to

test findings.
Result and Conclusion:

This project was about making a system that can find deepfake videos. The system
was able to identify videos from fake videos. The model did this by checking each
part of the video, watching for changes over time, looking at patterns, and even
using faces to find anything that seemed off things that people might not easily

notice.

When tested on known datasets, the system has given better results by reducing
wrong detections. Using deep learning really helped make the system smarter and
more reliable. It also worked fast, which is useful for stopping fake videos from

spreading quickly online.

The above technique can be helpful to recognize fake videos. besides to being
useful in the field of law enforcement, it may be used to figure out whether a video
is genuine and help platforms like YouTube and Instagram in preventing the spread
of false information. More training films and possibly new technology to ensure its

safety and reliability will improve it even further in the future.

Component Real Video Score Fake Video Score
Spatial Score 0.25 0.82
Temporal Score 0.30 0.79

48" Series Student Project Programme (SPP): 2024-25 — Synopsis of the Project 4



Frequency Score 0.28 0.81

Biometric Score 0.22 0.85

Final Score 0.27 0.83

Real vs Fake Video Scores
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Figure 2: Comparision Bargraph
Project Outcome & Industry Relevance:

This project can be very helpful in many situations. It can be used in areas like news
media, police investigations, and checking whether videos are real or fake. The Al
system we built is able to quickly find deepfake videos, which helps stop the spread of
wrong or fake information.This tool can be used, for instance, by news outlets to verify
the authenticity of a viral video before airing it. This keeps them from spreading

misleading information.

This method can also be used by police and investigative teams to identify phony video
evidence. This tool can assist in identifying deepfakes, which are occasionally used to
alter the actual events. This technique can be used by social media sites like
Facebook, Instagram, and YouTube to review videos before they are widely spread.
Fake videos may then be identified and taken down quickly.

Working Model vs. Simulation/Study:

This project includes both a working system and a simulation. The working model is
an Al tool that takes video input and checks if the video is fake or not. The software
can be added to different platforms, which makes it useful for things like checking news

videos or keeping digital content safe.
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By using computers simulation we have tested the functionality of the model. We tested
it using both actual and false videos to determine its accuracy and made necessary
adjustments. The project became more dependable and prepared for practical use by

utilizing both simulations and real tests.
Project Outcomes and Learnings:
e Got better at solving problems related to cybersecurity.
e Learnt how to use deep learning tools like OpenCV and TensorFlow.

e Understood how important it is to clean data properly and test the model well in

Al projects.

e Gained hands-on experience by using Al and machine learning to study and

analyze videos.
Future Scope:
The future scope of this project includes:
1. Enhancing the dataset to improve the model's generalization.
2. Enhancing real-time processing capabilities for live video streams.
3. Implementing blockchain-based video verification to increase security.
4. Developing a mobile-friendly app for roadside detection.
5. Social media networks are used to construct deepfake detection algorithms.

6. Concentrating on making Al models more comprehensible in order to produce more
precise and lucid detection findings.

7. Combining audio and video analysis to produce deepfake detection techniques that

are more dependable.

8. Cooperating with law authorities to assist with criminal investigations concerning

media manipulation.
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